EOL Software
Operating systems and software have a maximum date of support, once you pass it you will not be
provided any security updates, including zero-day exploirt patches. Basically what this means is
that if you're still using it, you should probably stop using it, or patch it with ESU (Extended
Support), or do something else to stay protected.
In this post we'll be going over some of the options you have, including:
Upgrade to a supported Operating system, for example Windows 10/11.
Switch to a Linux distro such as Ubuntu (Prefereably LTS - Long Term Support).
Switch to a Mac, if you don't like the above.
Modify your system to allow ESU patches.
Unplug your computer from the Internet.
Keep using your computer as-is and risk malware.
Stop using desktop computers entirely.
We'll also go over some ways to stay secure, regardless of which of the above you choose.
Upgrading is the only option that guarantees you can keep using all of the latest software, as a lot
of it also cuts support for older OS releases.

Upgrading to Windows 10/11
There is still some choices you can make of which version and edition of Windows you want.
Windows 10 and 11 have various editions, including Home, Pro, Education, and Enterprise. Home
is the way to go for most users, as Pro just adds a few features that you probably wouldn't notice
or ever use. Enterprise is normally used for businesses owned decvices as it adds more
comprehensive features than Home and Pro. A list of all differences can be found here
If you are in school, you should see if you are eligible for a license for Windows Education. If not,
see if you have a way to obtain a Windows 10 Home license. If not, you can very likely upgrade
your Windows 7 or 8.1 installation for free. If none of those options work for you, and you need to
pay for a new license, the Home version is preferrable.
Windows used to perform two annual updates before 2022, named accordingly 2xHx , with 2x
being replaced with current year and H standing for first or second half For example 20H2 (Second
half of 2020) and 21H1 (First half of 2021), but since 2022 2xh1 (first half-year) will not be
released anymore, with only 2xH2 (second half-year) versions coming out instead. It is always
recommended to be on the latest version as it has the most security patches, and therefore is the

safest. This is a list of the most popular Windows versions that are still supported at the time of
writing this article.
OS

Name

Date EOL

Win8.1

8.1*

2023-10-1

Win10

2004

2021-12-14

Win10

20H2

2022-05-10

Win10

21H1

2022-12-13

Win10

21H2

2023-06-13

Win11

21H2

2023-10-10

*Excluding Home edition
For other versions check out the lifecycle page for Windows 8.1, Windows 10, Windows 11
If you need help installing a newer version of Windows, check out this guide for Windows 10 and
this guide Windows 11.

Switch to a Linux distro such as
Ubuntu
These days, Linux distros are truly a great alternative to Windows. Linux is very stable and secure,
and does everything an average user wants, whether that be Facebook or writing essays. If you
are a gamer, Linux has thousands of native games and many more are available via Steam's
ProtonDB. Proton's support is getting expanded daily, Battleye and EAC support has been released
recently, meaning you will soon be able to play almost all of the current AAA games natively.
However, you can play the majority of games on Steam on Linux with no hassle by just switching
on ProtonDB.
If you play games with heavy DRM, or play VR games, or frequently use Adobe products, Linux
may not be a good option for you. But even if you do play those games or use those products, you
also have the option of dual-booting, so that you can have both Windows and Linux installed at the
same time. This post doesn't go too much into detail on Linux, since the below links are already
great resources.
Most importantly, Linux is 100% free, so you can give it a try without any risks, and switch back to
Windows whenever you wish.

For more information about switching to Linux, see this post on the Linux gaming subreddit
When you are ready to install Linux, you can check out this guide
If you'd like a more concrete guide, this PDF focuses specifically on setting up Ubuntu for gaming,
including setting up drivers, Steam, and more, with a focus on dual-booting

Switch to a Mac
This is the only option that requires you to buy new hardware, since legally MacOS only runs on
Macs, and will not run on a non-Mac PC. Macs are great systems overall, they are very secure and
are a favorite option of many developers and businesses.
The downsides of Mac are that it is expensive, and if you are a gamer, that it runs vastly fewer
games. These days, Mac is a worse choice for gaming than Linux is.

Modify your system to allow ESU
patches
This option is currently only available for Windows 7 devices for a limited time. Microsoft
is selling Extended Support Updates for Windows users who can't upgrade for whatever reason.
This is aimed at businesses, but you can still get ESU for EOL Windows releases. The cost of ESU is
$50 for the first year, $100 for the second year, and $200 for the third year. If you can't afford this,
then upgrade.

Disconnect your computer from the
Internet
This is a fairly simple option that doesn't need too much explanation. If you unplug your computer
from the Internet, you can't get viruses from the Internet. As long as you don't pass around
infected USB flash drives, then you are pretty much immune from viruses if you aren't connected
to the Internet. Of course, for many people, this makes your computer unusable.

Stop using desktop computers

entirely
If you don't like newer versions of Windows, or Linux distros, or Mac, you need to be on the
Internet, and you don't want to be insecure, then the only option left is to stop using desktop
computers entirely. For a lot of people, this is an unacceptable option, but many people can get
away with living in the modern world only using phones and tablets, so it's worth mentioning.
Also, Chromebooks are great if you don't need to do anything on your computer except for
browsing the web. How to stay secure on any system

No matter what you choose, there are plenty of ways to stay secure online.
Blocking ads helps a ton due to malvertizing. The browser extension uBlock Origin
(Chrome, Firefox, Opera) does a great job at blocking ads. Additionally, it's a great idea to
get a hosts-file adblocker or a Pi-hole to block ads before they even get to your system in
the first place.
The browser extension HTTPS Everywhere (Chrome, Firefox, Opera) will automatically
redirect you to the secure version of a website, if there is one. Firefox offers a native tool
that does the same, you can check out the guide on how to enable it here. This is a
simple and easy way to improve your security while browsing the web.

Conclusion
You should do something to stay secure. Whether you switch to a newer version of Windows,
switch to a Linux distro such as Ubuntu, switch to a Mac, unplug your computer from the Internet,
or throw it away, they all result in you staying more secure than if you continue to use your
computer as-is. And once you've decided what system you're going to use, there are many ways
to make it more secure.
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